LEVEL-UP
Protocols and Strategies for extending the useful Life of major
capital investments and Large Industrial Equipment

D3.4 KRI models and tools for FMECA and
criticality analysis
T3.4 FMECA, KRI models and criticality analysis tools analytics
Deliverable Lead: Atlantis Engineering SA (ATLA)
Deliverable due date: 31/03/2022
Actual submission date: 31/03/2022
Dissemination level: PU
Version: .01

This project receives funding in the European Commission’s Horizon 2020 Research Programme under
Grant Agreement Number 869991.

The information contained in this report is subject to change without notice and should not be construed as a
commitment by any members of the LEVEL-UP Consortium. The information is provided without any warranty of any
kind.
This document may not be copied, reproduced, or modified in whole or in part for any purpose without written
permission from the LEVEL-UP Consortium. In addition to such written permission to copy, acknowledgement of the
authors of the document and all applicable portions of the copyright notice must be clearly referenced.
© COPYRIGHT 2022 LEVEL-UP Consortium.
All rights reserved.

D3.4 – KRI models and tools for FMECA and criticality analysis

Revision history
Version

Author(s)

Changes

Date

0.1

ATLA

Document creation

16/12/2019

0.2

ATLA

ToC and first draft

16/12/2021

0.3

ATLA

Documentation
analysis

0.4

ATLA

KRIs analysis

10/01/2022

0.5

ATLA

FMECA mathematical model

01/02/2022

0.6

ATLA

FMECA architecture

09/02/2022

0.7

ATLA

FMECA UI explanation

17/02/2022

0.8

ATLA

FMECA use cases

18/02/2022

0.9
1.0

of

FMECA

05/01/2022

AIME, IDEK, THU, LCC,
Deliverable review
22/02/2022
ESMA, KOPL
Changes and final deliverable
ATLA
23/02/2002
verision

LEVEL-UP | GA n. 869991

Pag. 2 | 36

D3.4 – KRI models and tools for FMECA and criticality analysis

EXECUTIVE SUMMARY / ABSTRACT

Abstract

The Failure Modes and Effects Criticality Analysis (FMECA) tool of the LEVEL-UP project is
based on the FoF9/ForeSee cluster projects and moves forward to a complete and
independent analysis which allows the pilots to know their Failure Modes (FM), Failure Effects
(FE) and computes for them the Criticality numbers and the Risk Priority Numbers (RPN).
For this reason, metrics and Key Performance Indicators (KRI) are defined in the application.
Furthermore, a hierarchical approach of the analysis is based on the fact that the pilots’ lines
can be broken down to smaller parts and reach to the level of separate parts. Each part has
its own FM and characteristics. Combining more than one parts, a sub – system in an upper
level is created, where the FM of the previous level is the FE on this level. Following a bottom
– up approach in the hierarchical analysis, the complete tree of an asset or a line is created.
In the FMECA application, the Severity, Occurrence and Detection levels are defined for each
combination of FM/FE and parts or sub-systems. KRIs are computed in the application in order
to provide to the end user information about the deterioration and the wear caused in the
system. The KRIs are shown in the form of tables to the end user, along with the Heat
Matrixes of the Criticality and RPN of each complete system.
The FMECA tool has been developed in close collaboration with ISOKON, where was first
implemented. The hierarchical approach of the application, as well the first test case and
evaluation were done by ISOKON. TOSHULIN pilot is also in the first steps of the
implementation of the FMECA application. For the next stages of the LEVEL-UP project,
LUCCHINI is also interested in implemented and have some initial testing with FMECA
application.

Keywords
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Abbreviations
Abbreviation

Meaning

FMECA

Failure Mode, Effects and Criticality Analysis

RPN

Risk Priority Number

FM

Failure Mode

FE

Failure Effect

KRI

Key Risk Indicator

DSS

Decision Support System

UI

User Interface

IEC

International Electrotechnical Committee

KPI

Key Performance Indicator

MTBF

Mean Time Between Failures

OO

Object Oriented

DBMS

Data Management System

DAL

Data Access Layer

API

Application Programming Interface

REST

Representational State Transfer
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1

Introduction

1.1 Objective and Scope
This deliverable presents and analyses the LEVEL-UP FMECA application for the computation of the Criticality
and RPN and the presentation of various KRIs for the better understanding of the system’s failures and how
to solve them on the shop floor with less disturbances in the production procedures. The scope is that the
end users have a digital application which help them to compute all the failure analysis in real time and prolong
the life cycle of the system’s assets scheduling the maintenance procedures based on the FMECA analysis.
The FMECA applicaiton also sends the analysis results to the DSS, in order to become input data for the DSS
analysis.
The FMECA tool has been developed in close collaboration with ISOKON, where was first implemented.
The hierarchical approach of the application, as well the first test case and evaluation were done by ISOKON.
TOSHULIN pilot is also in the first steps of the implementation of the FMECA application. For the next stages
of the LEVEL-UP project, LUCCHINI is also interested in implemented and have some initial testing with
FMECA application.

1.2 Relationship to Other Deliverables
The document in hand receives input from the following LEVEL-UP deliverables:
WP1 – Industrial demonstrators´ analysis & system specifications
• D1.1 LEVEL-UP user requirements
• D1.3 LEVEL-UP System Architecture and Domain Model.
• D1.4 LEVEL-UP Use Cases. Description of target application scenarios including the KPIs
• D1.5 Protocols design and PSD report. Formal LEVEL-UP Protocols Specifications Document.
WP3 – Knowledge management and intelligent system
• D3.1 LEVEL-UP strategies
• D3.6 LEVEL-UP multi-level DSS towards operational optimisation
In order to better understand the positioning of the FMECA application and the connection to the LEVELUP project implementation, it is helpful to consider the initial logical architecture, as it has been presented in
D1.3 LEVEL-UP System Architecture and Domain Model and in D1.4 LEVEL-UP Use Cases. Description of target
application scenarios including the KPIs from the conceptual point of view (see figure below). Additionally, in
the same deliverable, the first mapping of the use cases’ requirements to the LEVEL-UP Components has
been completed. Also, in D1.3, each component has been associated to Protocols and Strategies. It should
be noticed that this mapping and association are being continuously updated throughout the project.
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Figure 1: LEVEL-UP Component Based Architecture and link with tasks
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2

FMECA Analysis

2.1 What is an FMECA analysis
Failure mode effects and criticality analysis (FMECA) extends of Failure Mode and Effects Analysis (FMEA).
The analysis is done in a bottom-up way either on the whole system or on part levels. In the FMECA also
the Criticality analysis is included, which corelates the probability of the failure mode with the severity of
their consequences and the detection and occurrence of the failure modes. The results are shown in regards
with the highest probability and indicates mitigation actions to solve the possible problems in the system.
FMECA is commonly used in the industry and on the shop floors by production managers.
The FMECA analysis was first developed in the 1940s by the US military. In the 1960s NASA released the
FMECA procedure that used in the Apollo program. The FMECA analysis was also used in other space
programs during the years. The first standard was the MIL-ST-1629 (SHIPS) in 1974, which was also used in
the aviation, military and civil. In 1967, the Society for Automotive Engineers created the first FMECA
publication. Usually, FMECA is used in combination with a Fault Tree Analysis in the aviation fields.
Ford started using FMECA in the 1970s, in the Pinto model production line. The analysis gained in use in the
automotive industry during the 1980s. In Europe, there were several FMECA standards produced by the
International Electrotechnical Commission, such as IEC 812 (current IEC 60812), as well as the BS 5760-5
from the British Standard Institute.
A typical FMECA analysis has the following logical steps:
•

System definition

•

Identification of the failure modes (part or system level)

•

Failure effects and causes analysis

•

Failure effects classification based on the severity

•

Criticality calculation

•

Rank failure mode’s criticality

•

Definition of the occurrence and detection levels of a failure mode

•

Computation of the RPN to measure the risks of each of the failure modes

•

Presentation of the analysis’ results in heat matrixes for the user convenience

Figure 2: The FMECA analysis
The FMECA analysis is usually performed in a part or a system level. A system level FMECA considers the
failure modes in a functional block, such as an amplifier and the part FMECA considers the effects of failures
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on single parts, such as capacitors, resistors, transistors etc. The part FMECA analysis is more effort prone,
but provides valuable information to the bottom-up analysis and is essential in the hierarchical FMECA. On
the other hand, the system level FMECA is easier to perform and better completes the risk assessment and
the mitigation actions. Both analyses are complementary. The hierarchical FMECA is the combination of a
system level FMECA and a part level FMECA, which creates a tree in the analysis, where the root is the
whole system and the branches are the sub – system. The leaves of the tree are the parts, where the first
failure modes are defined. The criticality analysis is quantitative or qualitative based on the existing data in
the system.
2.2 KRIs in a manufacturing system
Key Risk Indicators are metrics that show how possible is the combination of a failure mode and the
consequences in a manufacturing system. It indicates the negative impact in the production line and cause the
line to fail. The KRIs are important in the factory’s management procedures. The benefits of using KRIs
include:
•

Advanced notice of potential risks that could damage the production line

•

Knowledge of the weaknesses through monitoring and control tools

•

Risk monitoring and risk assessment.

In order to develop a KRI for a shop floor, the knowledge of the organisation and the operational procedures
is essential, as well as the knowledge of the risks, threats and vulnerabilities of the system. Without knowing
the risks, the company cannot identify where it may be at risk.
After the identification of the risks, they are mapped to operational procedures of the shop floor and try to
identify how these key attributes can be disrupted by a risk and affect the production line. This leads to
characteristics of the good and measurable KRIs that include:
•

Details on the people, the processes, the assets that are needed for the continuous and successful
operation of the enterprise

•

Identification of the risks, threats and vulnerabilities of the whole organisation, based on how possible
are to occur, their financial and operational impact and how the company can mitigate them

•

Ranking of the business procedures according to their criticality

•

Ranking of the risks, threats and vulnerabilities based on the potential harm

•

Linking the business procedures to the most significant risks

•

Metrics for the identified risks about when they become a critical threat to the company

•

Ongoing review of the KRIs and their metrics to recognise any changes that need to be address and
the possible connected actions

•

Approval of the KRIs set by the senior management of the plant

In the table below, there are some of the KRIs and their definitions that can impact an enterprise. The KRIs
show here are examples of how a KRI list is developed according to the people, procedures, assets and other
elements on the shop floor.
Table 1: Possible KRIs in an industry
Risk Situations

Suggested KRI

Measurements

Loss of staff

Identify
when
employee Total head count declines by
absenteeism exceeds a certain 20% or more
level

Employee
dissatisfaction

Identify situations indicating Number
of
employee
employee dissatisfaction
complaints increases by 15%

People
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or more on a month-tomonth basis
Process
Production
of Identify when production levels Number of units produced
important product is reach a certain point, based on per day declines by 20% or
unable to keep up with product demand
more
demand
Existing
product Identify a risk point, based on Sales of the product have
designs are increasingly sales and market research, when declined 20% and more from
outdated and could existing designs must be changed previous levels
result in declining sales
Technology
Disruption
to
IT Identify the optimum patch level Cybersecurity
system
systems from cyber for cybersecurity systems
patching is two patches
attacks
behind
scheduled
and
recommended levels
Inability to recover Metric demonstrating that IT
systems, data files and assets are at their most current
databases to current backup levels
state
following
a
disaster due to failed
backups

Backup systems send an alert
when backup levels fall below
minimum acceptable time
frames

KRIs in an organisation reduce the possibility of situations or events occurign and damaging the business.
KRIs are indicators, as red flags, that ensure the risks are identified in advance and the respective mitigation
actions are created. A retail sales organisation for example, identifies as a KRI the number of customer
complaints. When the KRI increases, indicates an operational problem that needs to be addressed.
The challenge in a company is not only the identification of the KRIs, but also the acceptance of them inside
the organisation. The KRIs give warnigns to the companies, that should be communicated in the whole
company and everyone should clerarly understand the KRI significance and how to resond to it accordingly.
The KRIs are often confused with the Key Performance Indicators (KPIs), which are metrics that help the
company progress to its goals. KRIs and KPIs are functional inverses to each other. Usually, the creation of
the one leads to the creation of the respective counterpart, even though they are separate and distinct.
Usually, KPIs demonstrate how well an enterprise works and how it performs to achieve the goals. They can
also be applied to people, processes and technologies on the shop floors and are critical for the success of
the organisation.
Table 2 provides the examples of the KPI along with the correspondign KRIs.
Table 2: KPIs and the respective KRIs

KPI

KRI

People
Full employment needed for optimum Metric that identifies when employee
company performance
absenteeism exceeds a certain level
Employee satisfaction with the company Metrics showing employee dissatisfaction
and their work is essential for successful and when it reaches a specific level
performance
LEVEL-UP | GA n. 869991
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Process
Production of an important product is Metrics showing when production levels fall
maintained at levels sufficient to keep up below unacceptable levels
with the demand
Existing product designs are satisfactory Metric -- e.g., based on declining sales and
and providing expected value and results competitive market research -- that
to customers
indicates existing designs should be
examined and possibly changed
Technology
Disruption to IT systems from cyber- Metrics that identify when optimum patch
attacks is minimized by regular patching of levels for cybersecurity systems are not
cybersecurity systems
being achieved
Disruptions to the business are minimized Metric demonstrating when IT assets are
because systems, data files and databases not at their most current backup levels
are being backed up to their most current
recovery point

2.3

KRI models implemented in a manufacturing system

The are different KRI models used in a manufacturing system. They are divided in quantitative and qualitative
models and they usually focus on financial, human resources, operational and the technical procedures of the
company.
2.3.1

Quantitative KRIs

The quantitative KRI model focuses on facts that can be proved as well as the numerical data based on the
mathematical model results and the implementation of the analysis methods.
2.3.2

Qualitative KRIs

These KRIs aim towards predicting the probability – based results and support the sensitivity analysis of the
system. Depending on the company’s nature, the use of quantitative over qualitative KRIs may be more
relevant. Also, they are KRIs that rank higher on the priority list and they are more important than other
and can change from various internal or external environmental factors.
2.3.3

Financial KRIs

Financial KRIs are often quantitative and have the greatest significance to banks, asset management and
accounting. The financial KRIs link the external environmental factors to changes due to economic downturns
or legislative and regulatory changes. Financial KRIs can also be link to changes in the goals of the company,
budge limitations and cutdowns or new acquisitions.

2.3.4

Human Resource KRIs
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Personnel managers and recruiters work along with the human resourses departments and possibly are
interested in using both quantitative and qualitative people – based KRIs. They can be high staff turnover,
shortages in labor staff, low recruiting ration and other indicators.
2.3.5

Operational KRIs

The operational KRIs measure various things on the shop floor. They measure failed internal process or
ineffective internal controls. These KRIs are developed by the company’s management and are different from
company to company. The operational KRIs are impacted by inefficiencies in the processes, changed in the
higher management of the company and changes of the goals.
2.3.6

Technological KRIs

There are several risks on shop floors that can be identified as technological KRIs. These can be system
failures, security breaches or denial of service. All these, create a KRI model that has impact on all industries
with various levels of importance. The KRI model has the outmost importance to a technology service
provider or to an online business. The technological risks include increased operational complexity, security
issues, protocol changes and regulation changes.
2.4

Tools computing KRI in industry

There are several commercial tools that provide the computational analysis of KRIs to the industry. Those
tools provide the analysis based on the definition of a KRI set and the respective measurements. The main
drawback of these tools is that are based on a predefined set of KPIs and the creation of the correlated KRIs
for each implementation.
On the other hand, the FMECA application developed for the LEVEL-UP project allows the definition of the
FMECA entities and correlates these entities with the possible risks on the shop floor. This creates a set of
independent KRIs that can work without correlating them only with their respective KPIs.
The advantage of the LEVEL-UP FMECA application is that the end user is the one, along with the developers
of the tool, that decides which KRIs are most suitable for the shop floor implementation. In this case, there
are user – defined KRIs which provide knowledge for specific implementation on the shop floor.
The support of individual KRIs on each shop floor differentiates the FMECA application to all other
commercial applications and allows the end user to have indicators suited to the shop floor needs and
procedures.
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3

FMECA application

3.1 Mathematical model for the FMECA application
The system is based on the FMECA method however with a few modifications / enhancements that are to
be described further in this section. In general these aim at allowing a form of Failure Tree analysis to be
performed in conjunction with the FMECA analysis.
It should be noted however that Failure Tree analysis is a deductive and top down method, while FMECA is
inductive and bottom up. The two methods are only done in conjunction in the sense that:
•
•
•

The overall flow follows the FMECA method (that is a bottom up approach starting with the failures
of individual components)
Failure Trees are used locally at specific points, in particular the Failure Mode probabilities of a subsystem higher in the hierarchy are found by performing a Failure Tree analysis using the failure effects
of sub-systems and components lower in hierarchy
The user interface is unified so the user can alternate between bottom-up and (localized) top-down
analysis

The model used is based on the concepts and terminology of FMECA, however the semantics of the model
entities are given more precisely as follows:
•

•
•

System / Part: As in the FMECA model an installation is modelled as a hierarchy of systems
containing sub-systems and components. In this application it is used the term Part to model the
(irreducible when it comes to the analysis) components at the bottom of the hierarchy. Parts are
located within systems, while Systems contain Parts, as well as other (sub)Systems.
Part Type : Parts are assumed to belong to a specific Part Type. The properties of a Part other
than it’s installation date and repair history, are assumed to come from its Part Type. In particular
part types define the Failure Causes of a part.
Failure Cause : Unlike in FMECA analysis, here only the term Failure Cause is used to refer to
failures of parts (and not systems). That is for a system, it is only used use the term Failure Effect,
however the Failure Effect of a system X is implicitly interpreted as a Failure Cause of a system Y
when Y contains X as a sub-system in the system / subsystem hierarchy. Failure Causes encode the
expected frequency of a part’s failures.
▪ In non-quantitative FMECA/FMEA methodologies this is done by the user selecting an
“Occurrence rank”, usually in a 1-4 or 1-10 scale, the scale being more or less a mapping of
exponentially increasing probability of failure
▪ In quantitative FMECA instead of a rank, there is a specification of a constant failure rate, and
the assumption that failures follow an exponential distributed probability density, with the
failure rate as the density’s lambda parameter (and correspondingly the inverse of the
expected mean time between failures)
- The usual practice is to derive this failure rate from the formula 1/MTBF where the
MTBF value is supplied by the manufacturer, or obtained from historical data, or
provided directly by expert judgement
▪ In our application qualitative occurrence ranks are only used optionally and only when it
comes to Failure Effects of systems (as described further). When it comes to parts it has
been opted to only allow the quantitative calculation (the user can however model a part as
both a part and a trivial system containing this part only, thus being able to use qualitative
estimates if needed)
- The user can supply a failure rate (or equivalently an MTBF) for each Failure Cause
of a Part Type, as with the standard quantitative FMECA method
- However after pilot demonstrations it has beenidentified that the majority would
want a more “maintenance” oriented analysis, where the failures aren’t only the
random exponentially distributed failures that FMECA uses. In particular most where
concerned about failures attributed to component wear out, and lack of sufficient
maintenance
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-

•

To account for this the FMECA method has been modified, to use a somewhat more
detailed mathematical estimate of Failure Probability
• In this system two distributions are used, the Failure Probability is calculated
as the logical OR of 2 random variables
• The first random value follows an exponential distribution as before in
FMECA, and it is supposed to only model the “random” failures of a
component due to unreliability
• The second random variable is supposed to model wear out failures. For this
a Weibull distribution is used
• The end result mimics the classic “bathtub” curve of component reliability.
• While for the exponential distribution its lambda (rate) parameter can be
easily estimated by the 1/MTBF method, the same is not true for the Weibull
distribution’s shape and scale parameters. To account for this, and to allow
for the method to be similar to FMECA, that is to be easy for an expert to
insert estimates quasi-quantitatively, it has been incorporated a simple end
user friendly method for estimating those parameters, which is described in
a paragraph further in this section
• In the end, and based on our estimation method, the quantitative data a user
defines for each Failure Cause are
1. A failure rate (1/MTBF)
2. The amount of days before wear out failure probability is more than
16%, 65% and 97%
Failure Mode / Failure Effect As with FMECA analysis a Failure Mode has the semantics of a way
that a system be in a state of failure. While a Failure effect is a potential consequence of the system
being in a failure mode. And as mentioned before, the Failure Effects of a system X are implicitly
regarded as Failure Causes of a system Y, when Y contains X as a sub-system. In qualitative FMEA
Failure Effects are categorized by Failure Modes and then assigned a RPN (Risk Priority Number) by
multiplying a ranking (usually on a scale of 1-10) of their Severance, Occurrence, and Detection.
(RPN=S*O*D). In FMECA the occurrence is quantitatively obtained using the criticality number,
which in turn is a number proportional to the failure rate λ (=1/MTBF) of an exponential distribution
that implicitly models the probability of reaching a Failure Mode. In particular the equation 𝐶𝑟 =
𝜆(𝑓𝑚) ∗ 𝛼(𝑓𝑚) ∗ 𝛽(𝑓𝑚) is used, where λ is the failure rate, α is a [0,1] value estimating the
probability of the system being in failure mode fm (instead of the other failure modes) and β a [0,1]
value estimating the probability of the Failure Mode fm actually producing its Failure Effects. In this
system, and since it has been incorporated local Failure Tree analysis, criticality numbers are not
used, but instead calculate a failure mode’s probability using probabilistic theory on failure trees. That
is
▪ For each Failure Mode of a System X a failure tree is constructed.
▪ The input nodes of the failure tree are all the Failure Effects of systems contained in X as
well as all the Failure Causes of parts contained in X.
▪ The failure tree is equivalent to a boolean algebra expression that when evaluated as a
probabilistic theory set definition, can produce the current probability of reaching the failure
mode.
▪ Since the amount of calculations needed to accurately compute the probability can rise
exponentially (due to the inclusion/exclusion principle when combining events in a logical
OR) several assumptions and simplifications are made which are described separately later
in this document.
▪ After the probability is computed the probabilities of the Failure Mode’s Failure Effects can
be calculated, using a matrix of conditional probability (the conditional probability that a
system’s Failure Effect will happen, given that the system is in a particular Failure Mode).
In this application, Severity, Occurrence and Detection ranks can also be directly given on Failure
Effects, in that way the user can at any point perform the analysis both in a quantitative (using
probability estimates) way and qualitatively (using Occurrence ranks).
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3.1.1

Probability Calculation Method

Amore detailed description of how probabilities are calculated in the application are given in this section.
There are mainly two areas where probability calculations are done
1) For Failure Causes the probability of failure is modelled by a random variable based on the Weibul and
exponential distributions.
2) For Failure Modes/Failure Effects a Boolean expression tree (fault tree) is used and then the probability
is modelled as a random variable constructed by the expression of this tree (which recursively will be
reduced to the variables in (1)). Since this combined random variable is difficult to calculate accurately
(or defined precisely since that would involve a full Bayesian Belief Network) several assumptions and
calculation siplifications are used.
The random variable used to model failures in parts is V=Y | X. Where the pdf of X is
−𝜆𝑥
𝑓(𝑥; 𝜆) = { 𝜆 ∗ 𝑒 , 𝑥 ≥ 0
0 𝑥<0

That is X is exponentially distributed with a failure rate λ. While the pdf of Y is

𝑘 𝑥 𝑘−1
𝑘
∗ 𝑒 ((−𝑥/𝑏) ) , 𝑥 ≥ 0
𝑓(𝑥; 𝑘, 𝑏) = { 𝑏 ∗ (𝑏)
0 𝑥<0

This means Y is following a Weibul distribution with shape parameter k and scale parameter b. Together in
a logical OR these two distributions create the 2nd and 3rd phase of a bathtub curve, the exponential
distribution modelling random failures that happen due to component unreliability, (at a constant rate and
in a memoryless way), while the Weibul distribution models wear out failures.
The parameter estimation is easy for X, since as the model assumptions and the properties of the distribution
indicate that λ (the failure rate) is should equal to 1/MTBF (the mean amount of time passed between the
failure occurring.
In the case of the Weibul distribution, accurate estimation of the k,b paramaters is more complex. Methods
like a least squares, or maximum likelihood estimation are employed based on observed failure data of a
component. However in this application, and for the purpose of extending FMECA in a simple way to also
model wear out failure as pilots suggested, it was proven that this method would be too complicated for the
end users. While the application could incorporate such methods as an extension, we currently only used a
simple quantile based method
In this the end user estimates when the total cumulative probability of a wear out failure reaches 16%, 65%
and 97%. Based on these estimates, which can be reasonably given by the expected end users, the Weibul
parameters can be then calculated as
𝑏 = 𝑝65
ln[
𝑘=

l n(1 − 0.97366)
]
l n(1 − 0.16731)
𝑝
l n ( 97 )
𝑝16

As mentioned before, the probability of a Failure Mode in a System is calculated by evaluating a fault tree of
which the leaf nodes are events corresponding to failures of the System’s components or sub-systems. These
events are probabilistic sets/ random variables (which eventually reduce to the random variables described
in (1)) The rest of the nodes in the fault tree are either AND or OR nodes.

LEVEL-UP | GA n. 869991

Pag. 16 | 36

D3.4 – KRI models and tools for FMECA and criticality analysis

The accurate evaluation of such a Boolean expression on Weibull/Exponential variables is computationally
expensive as the number of fault tree nodes increase. This happens because of the use of OR nodes, which
when combining probabilistic sets, the probability should be calculated according to the inclusion exclusion
principle, shown below as an equation for set cardinality.

In addition, unless the events are assumed to be independent, the joint probability distribution or some
definition of it using conditional probabilities (for example, Bayesian Belief Networks) of the events need to
be known in order to compute the probabilities involving intersection of events, P(X AND Y)
In the Fault Tree analysis methodology these “basic” events are assumed to be independent. The justification
being that if they are not then there has been insufficient reduction of the system to individual subcomponents (that is the Fault Tree does not model the ways the system fails sufficiently).
This simplifies the calculation of probabilities of AND gates, P(X AND Y AND Z)= P(X)*P(Y)*P(Z)
In addition, for reducing the computational load of calculating the OR gate probabilities (which would involve
applying the inclusion exclusion principle) the minimal cut set of the tree is found first, using an algorithm
such as MOCUS.
A cut set in a fault tree is a sub-set of the fault trees input events, that together can (through the application
of the tree’s Boolean algebra expression) trigger the tree’s top node (that is the Boolean expression evaluates
to true) A cut set is minimal, when removing any of the events in it, leaves a set that is not a cut set.
By finding the minimal cut sets of the fault tree, and assuming they are independent between themselves, the
probabilities of the fault tree can be found with reasonable accuracy and sufficiently fast.
In addition, these minimal cut sets can be used for the evaluation of several risk important metrics that
characterize how critical a component is to the overall system. This metrics are used for automated KRI
extraction.
In this system the MOCUS algorithm to find the minimal cut sets is applied, then if the amount of cut sets is
large, employ a further simplification to compute their OR combination. The procedure can be summarized
as follows
•
•
•
•
•
•

Obtain the Fault Tree
Apply the MOCUS algorithm to derive the tree’s minimal cut sets
The output is a Boolean union of Boolean products (each minimal cut set corresponds to a
product)
For each term of a product Fault tree analysis assumes independence of events
▪ Therefore a direct multiplication is performed
The minimal cut sets are assumed to be independent between themselves
▪ Therefore the evaluation of the Boolean union is equivalent to the evaluation of the
probability of independent events
An approximation method is used if the amount of OR terms is larger than 4

The approximation method used for computing the probability of the union of independent events involves
using the mean of the probabilities of the events. Specifically assuming that n independent events A1…An had
the same probability p, then the probability of their union could be found as

𝑃(𝐴1 ∪ 𝐴2 … ∪ 𝐴𝑛 ) =
1 − 𝑃(𝐴1 ∩ 𝐴2 . . .∩ 𝐴𝑛 ) =
1 − 𝑃(𝐴1 ) ∗ 𝑃(𝐴2 ) … ∗ 𝑃(𝐴𝑛 ) =
1 − (1 − 𝑝1 ) ∗ (1 − 𝑝2 ) ∗ (1 − 𝑝3 ) =
1 − (1 − 𝑝)𝑛
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However the probabilities p1…pn are not the same, which normally does not allow the application of the
above easier formal and necessitates the application of a formula that uses the inclusion-exclusion principle.
The observation according to
https://www.researchgate.net/publication/313026005_Approximate_Evaluation_Method_For_the_Probabili
ty_of_the_Union_of_Independent_Events is that by using the mean

𝑝=

(𝑝1 + 𝑝2 . . . +𝑝𝑛 )
𝑛

and applying the simpler formula, produces accurate results, provided that p1..pn are close
Since based on testing with pilot data, it was observed that the probabilities are often of varying magnitudes,
we used a batching method that works as follows
•
•

•
•
•

The probability of each minimal cut set is found
The probabilities are batched in four classes
▪ P<0.001
▪ P<0.01
▪ P<0.1
▪ P<0.3
▪ P>=0.3
Within each batch it has been assumed that the probabilities do not vary significantly enough for
the mean to stop being an accurate substitution in the regard of the approximation method
The approximation method within the batch is used
▪
1 − (1 − 𝑝)𝑛 where n is the size of the batch
The inclusion exclusion principle directly to find the probability of the union of these 1 to 5 batches
is applied
▪

P(A1∪A2∪A3∪A4∪A5)=P(A1)+(A2)+(A3)+ P(A4)+ P(A5)− P(A1∩A2)−
P(A1∩A3)− P(A1∩A4)− P(A1∩A5)− P(A2∩A3)− P(A2∩A4)− P(A2∩A5)−
P(A3∩A4)− P(A3∩A5)− P(A4∩A5)+ P(A1∩A2∩A3)+ P(A1∩A2∩A4)+
P(A1∩A2∩A5)+ P(A1∩A3∩A4)+ P(A1∩A3∩A5)+ P(A1∩A4∩A5)+ P(A2∩A3∩A4)+
P(A2∩A3∩A5)+ P(A2∩A4∩A5)+ P(A3∩A4∩A5)− P(A1∩A2∩A3∩A4)−
P(A1∩A2∩A3∩A5)− P(A1∩A2∩A4∩A5)− P(A1∩A3∩A4∩A5)− P(A2∩A3∩A4∩A5)+
P(A1∩A2∩A3∩A4∩A5)

3.1.2 KRI extraction
A Key Risk Indicator is a concept similar to Key Performance Indicators (it is a measurable and comparable
quantitative or qualitative metric), however with the measurement being process risk. Risk is defined to be
the effect of unwanted events that can cause losses.
A KRI can be either qualitative or quantitative. It is usually characterized by both a probability (of unwanted
events occurring) and a severity (of the effects of those events).
In this system it was attempt to exploit the hierarchy structure already defined for the FMECA/Failure Tree
analyses, to automatically create KRIs/ a KRI dashboard. This is done in two ways.
•
•

Users can track specific Failure Effects from the FMECA hierarchy, essentially choosing their
current probability and severity them to be interpreted as a KRI.
Event/Component importance metrics are used to automatically rank system components . In this
sense the KRI is the list of components that currently contribute to risk the most, along with their
probability estimate of a failure occurring.

Importance measures are a concept from Failure Tree analysis, and in particular to minimal cut set analysis
(since reducing the failure tree to is minimal cut sets allows several calculation simplifications on which these
measures rely). Common importance measures include
•

Fussel Vesely measure
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•
•
•

Risk Reduction measure
Risk Increase or Risk Achievement Worth (RAW)
Birnbaum measure

All these measure take the minimal cut sets of a failure tree, and somehow compare the probability
contribution of a specific event (or the events of a specific component) to the probability sum of the minimal
cut set terms as a whole.
In this system the Fussel Veseley which is the simplest type was used. The Fussel Veseley core is calculated
by dividing the probability of minimal cut sets containing the events E(C) of a component C, to the overall
probability of all the minimal cut sets. The result is a value of 0-100% expressing the contribution of a
particular component to the overall system risk.
Since the minimal cut sets have already been calculated during the application of the FMECA analysis (which
in this system is also driven by the construction of hierarchical failure trees), the Fussel Vesely scores can be
calculated for all components, and the amount / list of components with high risk contribution (Fussel Vesely
score) and high probability of failure occurring, can contribute to the construction of a KRI.
3.2

FMECA positioning in the LEVEL-UP architecture and data flow

The LEVEL-UP FMECA application is shown in the system architecture below in Figure 3. The FMECA is
situated in Factory module, which interacts with the Work cell and Enterprise system modules, ase well as
with the Infrastructure module.
The FMECA sends its output data to the middleware for the rest of the components to receive them. Based
on the nature of the application FMECA is highly connected with the DSS component. It sends the output
results, trough the middleware, to the DSS in order to be used as input in the DSS application. On the other
hand, the FMECA input data usually come from the end users and are inserted straight in the FMECA
application by the user.

Figure 3: LEVEL-UP system architecture
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3.3
3.3.1

FMECA application architecture
Implementation Specifics

The architecture uses a DBMS server and C# code running in ASP.NET Core for the Data Access Layer. It
serves data entry forms and reporting screens over HTTP to the browser. The UI is a Single Page Application
that uses the React framework. The application’s data schema is depicted in the following ER diagram:

Figure 4: ER diagram for the application’s data base schema
Systems are modelled by the System entity. The entity has a 0-1 parent child self-relationship with which the
system/sub-system hierarchy is established. Systems can also be associated with 0 to N Parts. The semantics
of this relationship is that the Part is contained / belongs to the System.
Each part is of one exactly Part Type. Part Types, as mentioned before, are where data related to the
modelling of failure probabilities are stored. In particular a Part Type contains the attributes Failure Rate,
Weibul16, Weibul65, Weibul97, which are used in probabilistic assessments. Parts itself contain the
identification data of the Part, as well as a “last maintenance” date, which can be used to derive the time
parameter in probabilistic calculations.
The system also contains in the same manner, 0 to N Failure Modes, and 0 to N Failure Effects. The entities
Failure Mode Type and Failure Effect Type are also used, but only to optionally characterize Failure Modes
and Failure Effects respectively. For each combination of Failure Modes fm_set(system) and Failure Effects
fe_set(system) an entry is automatically inserted in the FM_FE (Failure Mode to Failure Effect association)
This entry stores the data for the conditional probabilities of a Failure Effect occurring given that the System
is in a particular Failure Mode.

3.3.2

Layers

The application follows the functional / data driven method, instead of the Object-Oriented Paradigm. As
such it can be modelled better as consisting of layers of processing, than OO components Each layer
is responsible for producing the output to those above and receive input from those below it. Below
it is shown a diagram depiction of the main processing layers of the application
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Figure 5: The application architecture layers
At the bottom there is the Database where data is stored, and the Data Access Layer whose functionality is
self-explanatory.
The Model Consistency Layer, is involved when modifying the database state and has the responsibility to
•

Inform (or directly fix) the user about missing or invalid data

•

Perform automatic data filling/conversions when that it is appropriate, so as to keep the model in a
valid state, or automate some redundant user definitions.

Since the system involves a lot of data entry, and all this data is combined for producing the probability
estimate related results, a single error in a data definition would make all the results unreliable, and the error
hard to find and fix. This is especially true since some of the data is stored in json fields, and thus referential
integrity enforced by the DBMS is not guaranteed. For that reason this layer attempts to make all potential
problems encountered as explicit and identifiable as possible, instead of merely producing an unreliable
output.
Over the DAL and the Model Consistency layers, the application provides an API for data access which is
used internally for calculations as well as by the UI to retrieve and store data. The API is REST based and can
accessed by the UIs SPA over Ajax calls. The following layers performs probabilistic and algorithmic
calculations before the UI functionality:
•

Basic probability evaluation
▪

•

Failure Tree Handling
▪

•

Contains the evaluation of Weibull Parameters, evaluation of Weibull and Exponential
distributions for Failure Causes.
Contains functionality related to the handling of the Failure Trees, their representation in
the Graph Editing library, its transformation into a tree, and tree traversal mechanisms on
which Failure Mode Probability Evaluation relies.

Failure Mode Probability Evaluation
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▪
•

FMECA Calculations
▪

•

Contains the probability evaluation of Failure Trees, finding minimal cut sets, and the
approximation of the probability of unions of independent events.
Contains the calculation of criticality matrices, RPNs in qualitative FMECA etc.

Importance Measure / KRI Calculations
▪

The KRI extraction methods (component importance measures) that are used are logically
organized within this layer.

The UI functionality related can be categorized in the following layers:
•

CRUD data entry forms
▪

•

Interactive drag and drop based editing of failure trees using events at lower levels in the system
hierarchy as draggable events
▪

•

3.4

Failure Tree View

A view were all the individual failure mode trees are combined in a single failure tree for the entire
installation or parts of it. The view also displays current estimated probabilities of failure at each node
▪

•

Failure Tree Editor

Criticality Matrix view

Displaying the qualitative or quantitative results of the FMECA analysis in a heat map
FMECA application UI

The FMECA application User Interface (UI) is designed with the React framework. The React was chosen
because it allows the flexibility of reusing the UI components in the different FMECA entities. There are two
main UI components that were reused in all the FMECA screens: the grid component and the table
component. The UI application follows the steps of the user guide that is embedded in the application.
3.4.1

Definition of the part types

The first FMECA entity that was defined is the part types is presented. The user can add several part types
in the system and in each one can add the respective failure causes. Each FE includes the Mean Time Between
Failures (MTBF) for the Random Failure Rates and the Wear Outs Failures. The definition of the part types
and the Failure rates are seen in Figures 6 and 7 below:

Figure 6: Definition of the Part Types
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Figure 7: Set failure rates for each part type
The same principle for the definition of the Part Type is applied to the definition of the FM types and the FE
types of the system.
3.4.2

Creation of the FMECA hierarchy

The FMECA hierarchy is created in a tree format as shown in Figure 8.

Figure 8: FMECA hierarchy
On the right hand side, it can be seen the details of the part that is selected on the tree in the left hand side
of the picture. The tree on the left-hand side is created by the leaves that are the part types and the branches
that are the sub – systems.
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In the part side, we can see the installation date and the part type of the part. In this screen it can be defined
the analysis time that is needed to complete the FMECA analysis

Figure 9: Set analysis times for the FMECA application
3.4.3

FM and FE definition

After creating the hierarchy of the system, it was defined the FM and FE of each sub – system. In Figure 10
below, the selected sub – system in the left hand side of the figure, has the FM and FE in the right hand side
of the figure.

Figure 10: Definition of the FM and FE of the sub – system
For each FM, we can edit the Failure Tree as in Figure 11 and edit the probability matrix as in Figure 12.
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Figure 11: Edit the Failure Mode tree to create an FMECA rule

Figure 12: Probability Matrix

The probability matrix correlates the Failure Modes to the Failure Effects based on a probability, as shown in
Figure 12.
In the Failure Effects tab, the user can define the Severity, Occurrence and Detection levels from the dropdown menus, as in Figure 13 and can see the Failure tree as in Figure 14.
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Figure 13: Severity, Occurence and Detection Levels

Figure 14: Failure tree with the probabilities for each Failure Effect
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3.4.4

Viewing the FMECA results

The results of the FMECA analysis can be seen in Figure 15 below. There are table and Heat Matrixes that
analyse both the quantitative and qualitative results of the FMECA analysis.

Figure 15: FMECA results in Heat Matrixes

3.4.5

KRI representation

The KRIs created in the FMECA analysis have a dedicated page, where the dashboard shows the KRIs with
Severity level = 10 in the upper level of the screen and the rest following below. Also there is a list of the
system’s components ranked by Risk. Clicking on each risk, the user gets the Fussel scores for the KRIs. The
Dashboard screen is in Figure 16 below.

Figure 16: Dashboard screen of the FMECA application
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3.5

FMECA input and output data schema

The Failure Tree of a failure mode is not stored using a relational entity, instead the data is stored as a json
field in the Failure Mode association. In particular, and since a visual graph editor is used to construct the
Failure Tree in the UI, the data is stored in a format relevant to the graph editor library’s format. However,
in processing it is converted to a json data structure following this schema:
type FM_Tree_Node = {
type: "AND" | "OR" | "FC" | "FE" | "FM" | "EV";
ID: string;
FMS_ID: string;
C_ID: string;
Probability: number,
children: FM_Tree_Node[],
};

The above defined a hierarchical structure of nodes, each node being of the following types:
•

AND: An And gate

•

OR: An Or gate

•

FC: A Failure Cause

•

FE: A Failure Effect

•

FM: A Failure Mode (top node)

•

EV: A type for a considered future extension that will allow more events (such as potential operator
errors, or failures outside the system) to be considered in a kind of Event Tree Analysis

Each node also links to a System (FMS_ID) or Part (C_ID) that it belongs to. The probability attribute is only
calculated on the fly, when the algorithm used to evaluate the Failure Mode’s probability scans the data
structure, and is not stored in the database. (If EV type nodes are added, it will store their probability of
occurrence directly)
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4

Use Cases of the FMECA application

4.1

TOSHULIN use case

TOSHULIN aspires to implement condition monitoring for the feed drives of the machine and apply
the required sensors for that purpose (vibration sensors and acoustic emmisions sensors). The reason is
to move from preventive maintenance to predictive maintenance. Another TOSHULIN requirement
for the implementation of the LEVEL-UP solution is the accessibility of the data from anywhere. This
means that TOSHULIN needs the information related to the machine condition and its performance is
accessible from anywhere. Furthermore, the total energy consumption of the asset needs is measured
and evaluated at the asset. The assessment of the energy consumption follows outside of the machine in
other systems or the cloud. The intention for all the above requirements has been identified with the
following KPIs:
•

Improvement of the refurbish actions on the machine and increase its life-span around 20 years

•

Installation of sensors to lead to predictive maintenance

•

Development of a Digital Twin to estimate the Remaining Useful Lifetime (RUL) and have greater
accuracy in the disassembly and reassembly of the machine

•

Use the Digital Twin and Volumetric Compensation to calibrate the machine and correlate it with
the functional diagnosis of the machine

•

Implementation of an environmental decision support system to reduce waste on the machine,
improve the recycling process of the machine and create an improved environmental operation for
the machine

•

Upgrading of the machine and replacing the control system with new functionalities, such as
optimization, increased accuracy, process monitoring.

•

Implement the FMECA component to define the FM and FE of the system, as well as to compute the
risk indicators, such as: Criticality and RPN

•

Send the FMECA output to the DSS to be used as input data along with the prediction data.

The more important requirements and failure modes of the machine control have been identified by the end
user and that the selected setup for TOSHULIN has been designed in a way that LEVEL-UP advancements
will offer the accuracy and reliability for disassembly and reassembly the machine, upgrading it with more
contemporary parts and reduce the failures. For this reason, based on the set and reviewed requirements
and on the description of the use case, the company has identified the activities to be carried out in this
transformational path.
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Figure 17: LEVEL-UP implementation in TOSHULIN

4.1.1

FMECA case scenario

In the TOSHULIN use case, the FMECA application is implemented in the later stages of the LEVEL-UP
project. During the use case implementation, the end user will identify the FM, FE that correspond to the
assets and the parts on the shop floor and will upload all the respective data on the FMECA application.
The implemented application will provide the user with all the necessary information about the risk indicators
on the shop floor. The user will be able to see the most critical FM and FE in the FMECA dashboard and also
know the possibility of breakdown based on the provided by the user description.
4.2

ISOKON

It is worth mentioning that ISOKON was motivated to participate in the LEVEL-UP project as part of their
mission to direct themselves towards more preventive and predictive approaches. However, this was not
left to useful thinking. This intention has been specified with performance indicators to be sought, such as
the following
•

Refurbishment actions expected to increase the lifetime of the extrusion line by at least 15 years.

•

Installation of sensors and vision system expected to improve real-time quality control of extruded
profiles, lead to easier and more efficient maintenance, decrease in downtime, decrease of MTTR.

•

Stabilisation of process through better condition monitoring expected to increase efficiency by at
least 10%, increase productivity, increase of MTBF.

•

Change of critical components with newer and additional ones expected to allow for better and
improved flexibility in the extrusion line, faster changeover, less stoppages, reduction of setup time
for new orders, increase of OEE.

•

Implementation of digital twin expected to contribute to the reduction of setup time, faster and more
efficient changeovers.
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•

Activities towards ecological improvement expected to result to less stoppages of production, less
scrap, lower water and energy consumption, increased recyclability and overall resource efficiency.

It is noted that the more important failure modes to capture and control have been identified by the end
user and that the selected setup for ISOKON has been designed in a way that LEVEL-UP advancements will
offer the chance to monitor the equipment status that could assist to the prevention and/or prediction of
such failures. For this reason, based on the set and reviewed requirements and on the description of the use
case, the company has identified the activities to be carried out in this transformational path. The FMECA
application on the ISOKON use case is the most advanced one in the project, since all the development was
based on the input and feedback of the ISOKON use case.

Figure 18: ISOKON use case

4.2.1

FMECA case scenario

As seen in Figure 19, the data flow in the ISOKON use case includes the FMECA application. The user
provides the necessary data for the implementation of the FMECA analysis and then the application sends
the analysis results to the DSS. The flow for the ISOKON use case has already been created in the Digital
Thread of the LEVEL-UP project.
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Figure 19: Digital thread including the FMECA application for the ISOKON use case

4.3

LUCCHINI use case

In the LUCCHINI use case, we are in the state of investigating the implementation of the FMECA application
for simple testing and verification. From, the first presentation of the application, the pilot has shown an
interest in the application and further meetings are planned to explain the application, its functionality and
proceed to preliminary testing.
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5
5.1

Conclusions and Next Steps
Conclusions

The FMECA application is an application that is a web based application which is essential to the LEVEL-UP
project because it is necessary to compute the risk indicators on the shop floors. The application considers
the shop floor data provided by the end user, on each shop floor. The data is used to fulfil the FMECA analysis
and result to KRIs and Criticality numbers. The FMECA application is able to retreive data from other
components or the user can upload it directlyin the system. The results of the FMECA analysis can be shown
in tables and heat matrixes to indicate the severity of the combination. There is also a dashboard that can
show the most important KRIs of the system to the user, providing valuable information about the risk and
which mitigation actions should be done to reduce the risk factors.
Currently, ISOKON is the first pilot to complete the data feed for the FMECA application. TOSHULIN is
interested in the application and we are in collaboration with them to complete the FMECA data feed, based
also and some new requirements that TOSHULIN provided, such as direct upload of input data from
TOSHULIN servers in .excel format. The first steps of the integration and testing of this implementation have
already happened and we continue the integration testing for further improvement.
Finally, LUCCHINI is interesting in implemented the FMECA application on the shop floor, for purposes of
testing and validation of the application. The first contacts are in progress in this stage of the project and will
continue to later stages.
5.2

Next Steps

The next for the FMECA application is the automation of the data input in order to achieve more user friendly
environment and the enhancemed of the KRIs show to the user through the dashboard. A complete
integrated application with the rest of the LEVEL-UP components is on of the next step. The integration will
help the FMECA application to send its results, not only to the DSS, but also to other LEVEL-UP components.
Finally, a docker implementation of the FMECA application is consider in order the application to be cross –
platform and without dependancies.
The most important next steps during the LEVEL-UP project is the completion of the TOSHULIN and
LUCCHINI data feeds, along with the implementation of the tool, the end user training and the tool evaluation
and analysis provided by three end users.
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