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Abbreviations
Abbreviation

Meaning

KBS

Knowledge-Based System

AI

Artificial Intelligence

API

Application Programming Interface

BOF

Basic Ontology Format

CAPP

Computer Aided Process Planning

CSV

Comma-Separated Values

DB

Database

DSS

Decision Support System

GUI

Graphical User Interface

HTTP

HyperText Transfer Protocol

ICT

Information and Communication Technology

ID

Identifier

IE

Inference Engine

IoT

Internet of Things

IT

Information Technology

JSON

JavaScript Object Notation

KB

Knowledge Base

KPI

Key Performance Indicator

MOS

Manufacturing Operation System

MQTT

Message Queue Telemetry Transport

OS

Operative System

PL

Pilot Line

PLC

Programmable Logic Controller

PSD

Protocols Specifications Document

REST

Representational State Transfer

SOA

Service-oriented Architecture

SOTA

State of The Art

TRL

Technology Transfer Level

UI

User Interface

WP

Work Package

XML

Extensible Markup Language
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EXECUTIVE SUMMARY / ABSTRACT

Abstract

The LEVEL-UP project performs research leading to offer a scalable platform covering the
overall lifecycle, ranging from the digital twins setup, modernization actions to diagnose and
predict the operation of physical assets, to the refurbishment and remanufacturing activities
towards end of life. In-situ repair technologies and the redesign for new upgraded
components will be facilitated through virtual simulations for increased performance and
lifetime. One cornerstone of the LEVEL-UP scalable platform is the achievement of data
management and interoperability for sensors and legacy systems related data.
This deliverable is the output of Task 3.3 and describes the functionality and the deployment
approach of KBS in LEVEL-UP to achieve the expected high capabilities of data
management in terms of interoperability, storage, retrieval and pre-processing. It gives
demonstration of the module, which contributes to enable the information flow.

Keywords

KBS, Interoperability, Data persistency, Data retrieval, Representation models, Data
management, Information flow
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1

Introduction

1.1

Scope of the deliverable

The LEVEL-UP project performs research leading to a scalable platform covering the overall lifecycle, ranging
from the digital twins' setup, modernisation actions to diagnose and predict the operation of physical assets to
the refurbishment remanufacturing activities towards the end of life. In-situ repair technologies and the
redesign for new upgraded components will be facilitated through virtual simulations for increased
performance and lifetime. One cornerstone of the LEVEL-UP scalable platform is the achievement of data
management and interoperability for sensors and legacy system related data.
The present deliverable D3.3 – type “Report”, dissemination level “Public” – consists of a technical document
reporting the output of Task 3.3 and describing the LEVEL-UP component with the id " C14". The name of
the functional block is “KBS”, which locates inside the Data Sharing cluster of the LEVEL-UP architecture.
The objectives of deliverable are the following ones:

1.2

•

Introduce the KBS and clarify its role / positioning inside LEVEL-UP platform.

•

Summarize previous experience about knowledge-based system adoption in software intensive
solutions.

•

Formalize and describe the proposed KBS solution according to a valid representation and showing
its main components, their relationships, and interfaces.

•

Provide an example of the adoption of the KBS in LEVEL-UP Pilot Lines.

•

Provide technical information about KBS use.
Positioning in LEVEL-UP solution

The KBS is located inside the Data sharing infrastructure cluster of the LEVEL-UP architecture (ref. to
Figure 1-1 and Figure 1-2)

Figure 1-1: LEVEL-UP Overall Architecture
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The primary goal is to provide a long-term big-data storage
•

•

To support the explicit representation and historicization
of the huge amount of information that flows into
LEVEL-UP.
To easily enable basic elaboration, pre-processing,
filtering and retrieval of data through synchronous
communication.

So, KBS offers a structured persistency layer and exposes a layer
of REST APIs consisting of several endpoints available for
different types of queries: the avatar endpoint provides a quick
representation of the last state of a device, while the history
endpoint provides efficient access to large amount of data
processing and filtering them by specific data series or devices.
Data structures and metadata can be properly defined and
managed leveraging the Registry component that supports also
ILM Middleware operations.
Long-term information is made available to LEVEL-UP
consumers (e.g., cloud services provided by WP3 and WP4) for
the expected related elaborations and uses.

data at rest
Semantic mediator
Semantic
Mediator

KBS
Triple Store

Semantic
Mediator
Info. Service

Repository

data in motion
Kafka cluster

MQTT
Broker

IDS
Connector

Validation
and
forward

Registry

ILM Middleware

Digital thread
Web UI & Backend

Figure 1-2: LEVEL-UP
architecture, Data sharing
infrastructure section
1.3

WP dependencies

Deliverable D3.3 and releted task T3.3 present the following dependencies with the other Work Packages of
LEVEL-UP Project:
•

•

WP1
o

T1.3 Architecture & Domain Model for processes, protocols, and strategies – Definition of
the reference architecture, with indications about the possible positioning of the KBS.

o

T1.4 Use case design – Possible impact on the choices at the level of IT technologies and data
interoperability / management (KBS).

o

T1.5 Design of LEVEL-UP Protocols and PSD – Initial design of the Circular Protocols
describing what actions should be executed on the physical world and of the Digital Thread,
with impact on the definition of the data flows to be enabled.

WP2
o

T2.1 Inspection & metrology infrastructure and Edge computing to monitor the KPIs –
Definition of the CPSisation path for adoption of LEVEL-UP platform, including the role of
the KBS in interaction with the middleware in each Pilot Lines.

o

T2.2 Operating System for Cognitive Manufacturing – Positioning of the KBS inside the
System Architecture of the LEVEL-UP Platform.

o

T2.3 CPS Layers and connectors to IoT/Fog/Edge Middleware – Real-time data streaming
layer of the ILM Middleware enabling data flow towards the KBS.

o

T2.4 Semantic Interoperability with Complex Data – Definition of the part of the middleware
managing semantic interoperability and its direct relation with the KBS.

o

T2.5 Industrial Data Spaces, connectors and containers – Possible relation of IDS technologies
with KBS and middleware.

LEVEL-UP | GA n. 869991
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o
•

•

T2.6 In-line & in-process semantic dimensional metrology – Management of the metrology
information and communication with ILM Middleware and KBS.

WP3 / WP4
o

T3.1 Strategies for predictive and preventive utilisation of Equipment - Input about possible
critical operative conditions and parameters of asset/product/process to be managed.

o

T3.2 Domain-specific Semantic Model for the Lifecycle of Large Industrial Equipment Semantic modelling and data transformation focusing on making explicit and usable the
information available in KBS.

WP3 / WP4
o

Other WP3 Tasks & WP4 – Applications and Modules which interact with KBS in terms of
data consumers aiming at retrieving information and performing analyses, diagnostics and
prognostics (e.g. predictive and preventive operations, digital twin, simulation, etc.).

•

WP6 Integration & Testing - Validation (TRL6) – Integrate all s/w components (including KBS) and
h/w platforms of the LEVEL-UP solution.

•

WP7 Demonstration activities – Exploitation of the KBS inside LEVEL-UP Platform within the Pilot
Lines.

1.4

Overview of deliverable

Deliverable D3.3 is composed of the following sections:
•

An initial chapter that contains the introduction to the document and the positioning of the work inside
LEVEL-UP.

•

A second chapter that summarizes the experience about the design, implementation, and adoption of
knowledge-based system from previous projects.

•

A third chapter that provides the description of the KBS solution proposed in LEVEL-UP, in terms of
specifications, internal architecture and components, adopted technologies, implementation and
deployment details.

•

A fourth chapter that presents the technical application of the KBS in managing the information flow,
with the example of ESMA Pilot Line.

•

A fifth chapter that proposes the future developments and conclusion.

•

A six and last chapter that consists of an annex with the appendices.
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2

SOTA on KBS and experience from previous projects

2.1

State of the Art (SOTA)

First prototypes of Knowledge Based Systems (KBS), or expert systems, proposed in 1976, when the term was
introduced to distinguish them from commonly used database (DB). The goal of these systems is to provide
structured information about a specific domain, easy to be understand by people and/or software, in order to
enable the interoperability of the systems. This type of information is structured and codified, usually referring
to it as “object model or ontological knowledge”. The progressive introduction of KBS in the ’80s has
promoted the use of the ontologies in computer science and artificial intelligence (AI). According to Gruber
definition, Ontology is an explicit specification of a conceptualization. Using ontologies, knowledge can be
understood, shared, reused and communicated across people and computers. Regardless of the content stored,
a KBS should always aim at representing knowledge explicitly (e.g. tools, data, and ontologies) rather than
implicitly (e.g. computer code, vague human experience) providing benefits of the end users.
Usually, a KBS can consist of three main components:
•

Knowledge Base (KB), structured data repository containing information about a problem to solve or
a domain.

•

Inference Engine (IE), using information stored into the knowledge base, applying logic rules,
processing and elaboration to derive new knowledge.

•

User Interface (UI), which people interact with to filter and retrieve the knowledge stored in the
system.

A possible optional forth component of a KBS is represented by a knowledge acquisition module aiming at
feeding and updating the system, enabling an easy reuse of the stored information.
The first KBSs applied in manufacturing fields have been proposed and developed in order to support concept
and design of products, to support process planning (CAPP), and to help operational planning. Then many
efforts have been put in developing ontologies and data structure enriched with metadata, at various levels, to
support information exchange, to reuse and create new/updated knowledge in manufacturing context.
2.2

Experience from previous projects

Project acronym

Table 2-1: Experience from Z-Bre4k project
Z-Bre4k
Strategies and Predictive Maintenance models wrapped around physical
systems for Zero-unexpected-Breakdowns and increased operating life of
Factories

GA number

768869

Domain

Manufacturing, Zero defect, Predictive Maintenance and Quality

General description

The project proposes a novel predictive maintenance IT platform to eliminate
unexpected-breakdowns and extend the life of production systems

KBS choices

Project name

Main issues Issues:
addressed at
• Design of software intensive platform combining Information
the level of
Technology, Operational Technology, Engineering Technology
KBS
• Data storing about systems behaviour
• Use of reference models and snapshots
• Integrated Systems As a Cognitive Predictive Maintenance Framework
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Critical
Aspects:
aspects and
• Cloud deployment
lessons
• Data management
learned about
• Data gathering from the field (machines, PLC, etc.)
KBS
• IDSA compliancy, fostering secure data exchange
• Software intensive
Adopted
Solutions:
solutions
• Apache Jena Java Application framework (for building semantic web
and integrating Triple Store) + SPARQL query language
• Fiware – Orion Context Broker feature as “connector” for primary data
exchange + HTTP request
Notes
First attempt of proposing a KBS for machine and production system analysis
•
•

Web

Project acronym

https://www.z-bre4k.eu/
https://cordis.europa.eu/project/id/768869

Table 2-2: Experience from iQonic project
iQonic
Innovative strategies, sensing and process Chains for increased Quality,
reconfigurability, and recyclability of Manufacturing Optoelectronics

GA number

820677

Domain

Manufacturing, Zero defect, Maintenance and Quality, Laser, Opto-electronics

General description

The project aims at offering a scalable zero-defect manufacturing platform
covering the overall process chain of opto-electrical parts, facing the challenge
of dealing with the evolution of the equipment, instrumentation and
manufacturing processes they support.

KBS choices

Project name

Main issues Issues:
addressed at
• Design of software intensive platform combining Information
the level of
Technology, Operational Technology, Engineering Technology
KBS
• Data storing, pre-processing and retrieval about systems behaviour
• Integration with many IT modules and subsystems for analytics and
maintenance diagnostics towards zero-defects paradigm
Critical
Aspects:
aspects and
• Cloud deployment and computing
lessons
• Huge amount of data gathered from the field (machines, PLC,
learned about
gateways, etc.)
KBS
• Big-Data elaboration
• Software intensive
• Additional embedded layer for data streaming and device
communication
Adopted
Solutions:
solutions
• No-SQL database (for big-data storing)
• HTTP int
Notes
Project is ongoing, possible useful synergies with LEVEL-UP can be found

Web
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3

KBS in the framework of LEVEL-UP project

3.1

KBS in LEVEL-UP

According to the DoA, Task T3.3 aims at developing a s/w module for handling the storage of data about
machine, process and product along the time, whose concept leverages the possible adaption of existing
solutions with the goal of ensuring full interoperability.
The design of KBS module has been addressed taking to account the specific requirements (ref. to paragraph
3.2), the architectural choices made in WP1 and T2.2 and data interoperability aspects defined in Task T2.3 /
T2.4. This has led to the creation of a tool mainly addressing the following aspects
•

Data storage (i.e. Knowledge Base), where real-time streaming data fed by ILM Middleware are
combined and managed according to time series -based reference models.

•

Information acquisition, processing, filtering, and retrieval.

•

Assuring data persistence and integrity

•

Possible graphical user interfaces.

while the semantic enrichment and data transformation of complex data is in charge of C01 Semantic Mediator
module.
The part of reasoning / inference is delegated to and distributed among the other high-level LEVEL-UP
modules which take as input KBS information. This choice is motivated by the fact that as these IT components
(developed in WP3 and WP4) are already in charge of most of the required elaborations and are very oriented
to LEVEL-UP aims of implementing protocols and strategies for extending the useful Life of major capital
investments and large industrial equipment. So, the adopted logic is that the design of each single module (the
KBS in this case) is addressed considering a global view which takes into consideration the rationale, the
infrastructure, and the functionalities of whole platform.
So, Task T3.3 and Deliverable D3.3 focus on the S/W Component C14 KBS, designed taking into account
LEVEL-UP Reference Architecture and System Architecture (both inspired by AUTOWARE) and the possible
interaction and communication with 3rd party Manufacturing Operation Systems (C02, i.e. Siemens
MindSphere, Maestro IoT, Savvy, i-Like Machines MOS, FAGOR ICT platform) and with WP3-WP4
modules and algorithms (i.e. DSS, Fusion, Machine learning for predictive maintenance, Repair process
modelling, etc.).
KBS – representing one of the main elements for data management in LEVEL-UP framework – lays the bases
on some features of i-Like Machines oriented to Lifecycle Knowledge Management and data modelling /
interoperability.

3.2

Purpose and fact sheet of the tool – KBS

Table 3-1 gives a brief overview of the goal and capabilities of the KBS and provides fact sheet of the tool.
The tool is a mature persistence layer for managing the huge amount of data that flows into LEVEL-UP
platform: according to the Data Management Plan (ref. to D8.5), the volume of data of the KBS is estimated
to be 100 MB/day for network I/O and 50 MB/day in terms of disk storage, as first average approximation
(information to be updated).
Table 3-1: Fact Sheet
ID
Responsible partner
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Component name

KBS

Overall Description

A knowledge-based system with rules to preprocess, assess and retrieve big-data, e.g.,
concerning the status of the components/systems.
It provides an advanced management of huge
quantities of data in the field of machinery
management and a robust layer for long term
sensor data storage, whose typical use case
scenarios are related to the access of data for
verifications, analysis, machine learning,
analytics, etc.

Functionalities offered

Details

Data input

Data
output

Data filtering and retrieval

•

Processing with simple rules

•

Basic access control

•

Big Data management

•

Communication with ILM Middleware
and Triple Store

Description

Filed and machinery sensor data, Legacy systems
data, info generated by other IT modules

Format

JSON

Standard
adopted

HTTP, OAuth

Description

Makes all data available to other IT modules,
devices, etc.

Format

JSON

Integration requirements

3.3

•

REST APIs, Web Services

Requirements

All the requirements of this software layer are mainly related to the data management and synchronous
communication with the various LEVEL-UP modules. The main general requirements consisting of the
following ones:
•

Store the whole information related to production processes, assets and products

•

Guarantee a coherent storage and persistency of the whole information in order to allow proper data
retrieval which will enable analyses, correlation, simulation, etc.

•

Provide bigdata storing capabilities, handling large data sets and operates at massive scale, easy and
fast data retrieval functional to a possible commercial exploitation.

•

Store information according to proper data schemas and time series -based reference models, in order
to be easily accessible by the users

•

Use of an upgradeable simple syntax / map (i.e. a common data schema) for structuring the
information contained into the exchanged messages.

•

Provide data interoperability (enabling the flows of data among different applications that need to
share them and the possibility to make available to other applications the results of their elaborations
on these data).

LEVEL-UP | GA n. 869991
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•

Allow data access with synchronous communication mechanism.

•

Implement basic access control.

In relation to the Pilot Lines and to the possible expect future applications of the LEVEL-UP Platform,
specifications are:

3.4

•

Populate and set-up, map and instantiate sources, machines, devices, device types, etc.

•

Instantiate and define message schema for time series-based data.

•

Enable consistent data filtering / retrieval and communication flows.

•

Query metadata.

•

Provide basic SSO for applications and users.

•

Provide security level.

IIoT data mapping (reference models)

The IIOT data model, evolution of the one proposed in T2.3, is a schematization of how data collected from
the field can be organized to support both efficient storage of KBS and streaming capabilities of the ILM
Middleware, enabling also base security and authorization mechanisms.

LEVEL-UP | GA n. 869991
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Figure 3-1: 3.4 IIoT data mapping
Devices are physical objects (sensors, machines…) that produce data. In the LEVEL-UP platform, devices are
the “owners” of the data collected.
A device type is a logical grouping of devices that have some common characteristics (hardware, industrial
function, data type exported…) and that shares sets of data with the same semantics and with the same
structures. Therefore, devices are instances of a given device type and typically map to types of equipment
Each device type can contain several data definitions in terms of data series. Each data series holds a name
and information on how related data should be managed. Furthermore, each data series specifies the structure
of its data in terms of data series schema, that are expressed in Avro format (https://avro.apache.org/) and can
have several revisions to accommodate the need to evolve data definitions over time.
In KBS and ILM Middleware all data recorded must be referenced to a specific data series and a specific
schema version. Data series and schema are a core part of the whole LEVEL-UP data sharing infrastructure as
they enable the recording and validation of data, avoiding the risk of creating a “data swamp”.
Actually, the effective schema used in every topic is the result of the composition of:
•

a wrapper schema that can change based on the data series type (TIME_COMPLEX,
EVENT_COMPLEX, TIME_BINARY), reported in appendix 6.1.

•

a payload-specific schema, where applicable, corresponding to the schema declared for the dataseries.

While sometimes devices are objects smart enough to communicate data by themself, this is not always the
case. In such cases an intermediate object is present to enable the communication between devices and the data
platform: such objects are represented in the model as gateways. Gateways can act as delegates to

LEVEL-UP | GA n. 869991
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communicate data belonging to associated devices. They can also be useful to represent grouping of devices
(such as working centres belonging to a specific production line).
Applications are “trusted parties” in processing the data published. They are functional to enable authorization
and security features on the platform.
All entities of the data model can be defined per tenant, so that different tenants are completely isolated can
carry on completely different definitions and data.
3.4.1

Time based data management

One of the critical concerns of the KBS is the management of high volumes of time based data. To do so
efficiently, different strategies have been adopted depending on macro-types of data:
•

Timed-records: records in time with a structured payload.

•

Event-records: records with a starting time, an ending time, and a structured payload.

•

Timed-binaries: records in time with an unstructured payload.

All data moving in the data sharing infrastructure is time based, and services included in the LEVEL-UP
support this paradigm enforcing time-based queries over data.
It has to be noted that not all data can be meaningful to be queried by time ranges: nonetheless the time-based
data is quite general, as it is mostly easy to associate a timestamp to recorded data. To support cases where the
time-based paradigm is not fitting, the system allows to easily integrate by connecting to the streaming platform
of the ILM Middleware: in this way, it is trivial to listen to data streams and adopt ad-hoc persistence facilities
as required. As the streaming platform of the ILM Middleware accommodates all data moving in the system,
including the one hosted by the KBS, constraints are posed on the size of message-based information
exchanged: nominally are supported data packages up to 1 MiB, with the possibility to raise this limit up to 510 MiB.
3.5

Internal architecture and implementation choices

The KBS provides facilities for time-based data series, mainly dealing with functionalities of data persistency,
and takes care of the following aspects:
•
•
•
•

Lay the foundations of the SOA/micro-services based architecture, providing reusable core
components.
Provide a data collection layer for the whole LEVEL-UP platform.
Ensure internal security, addressing authentication and authorization.
Enable data interoperability, at two levels:
o With internal systems, adopting widely supported protocols and standards.
o With external systems, with care for data sovereignty.

Architecture of the KBS is detailed and formalized through the use of system context diagrams and container
diagrams according to C4 model specification1.
The general system context diagram of Figure 3-2 shows the positioning of the KBS in respect of the other
main software systems present into the LEVEL-UP platform.

1

https://c4model.com/
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Figure 3-2: KBS, system context overview
The main input comes from the ILM Middleware, enables the data flow: KBS subscribes to all the topics on
the streaming platform and provides long term data storage backed by appropriate database.
Data is then made available by the KBS so that it can be further processed by applications which access and
consume historical data over a service abstracting complexities on big data storage. Basically, data consumers
also represent the module which the further intelligent processing / reasoning is delegated to:
•

•

WP3 / WP4 cloud services and enterprise resources can subscribe to retrieve data, so that they can
provide computations; eventually, the results of the computations can be streamed back to the ILM
Middleware, so that they will be available to be used by other “consumers”.
Digital thread services can access KBS – if/when needed – in order to represent and enable the flow
of data moving across the platform

It has to be noted that, while the ILM Middleware focuses on providing a robust streaming platform to enable
interoperability and computations on new data arriving in the platform, the KBS provides long term storage
and access to data, complementing the middleware role in providing the backbone of the data infrastructure.
In other terms, this addresses the duality of “data in motion” (supported by the ILM Middleware) and “data at
rest” (supported by the KBS) present in the high-level architectural diagrams.
Taking a closer look at the KBS allows providing more details on the main components inside it (ref. to Figure
3-3), where each component addresses specific features and functionalities:
•

•

All persistency needs are addressed using Cassandra keyspaces; Apache Cassandra technology has
been chosen as it ensures a great horizontal scalability, very easy to tune replicability and best in class
performance for big data storage.
The IIoT Registry is proposed as a service containing the definition of data structures and connected
devices, it exposes a REST API where clients can map data in terms of definition of devices, device
types, time series data and relationship among them.
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•

A GUI interacting with the IIoT registry, allowing users to perform all the operations available on the
REST API through an intuitive web-based application

Figure 3-3: KBS, container

As the overall container diagram spanning across all services of the KBS is quite large and complex, two
specific views are provided focusing on the two “sides” of the KBS interfacing:
•
•

The ingestion of data coming from ILM Middleware and its persistency.
The retrieval of data from consumers.
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Figure 3-4: KBS, data ingestion
On the ingestion side (ref. to Figure 3-4), KBS data ingestion service listens for data published on Kafka
streaming platform on specific topics and carries on the long-term persistency of received messages by storing
payloads and metadata on Cassandra keyspaces. Once again, the storing procedures leverage the declaration
of devices and data series contained inside the IIoT Registry to achieve an efficient storage model and to tune
options such as the retention of the data.
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Figure 3-5: KBS, data retrieval
On the data retrieval side (ref. to Figure 3-5), the data retrieval service exposes a REST API and accesses the
data persisted into the Cassandra keyspaces. This service achieves the non-trivial task of abstracting away all
the complexities of the Cassandra query model in order to provide a simple-to-use and efficient API to access
all the data persisted for long term storage. Just like the data ingestion service, it uses the declaration of devices
and data series contained inside the IIoT Registry to decode the data in the Cassandra persistency layer and to
serve it in several formats (JSON, XML and CSV) to the clients.
Note that also Kafka broker of the ILM Middleware plays an important role on data dispatching to consumers
external to the KBS: thanks to its characteristics and for the semantics conventions adopted on the used topics,
it is easy for consumers to subscribe to specific data streams present into the system and to react to live data
circulating in it
About security requirements, a component provides centralized single-sign-on (SSO), identity and access
management. In order to enable a good level of integration with the technology stacks adopted in LEVEL-UP
and from confrontation with Reference Architecture and System Architecture, OAuth2 protocol integration
has been evaluated and selected as the best choice:
•
•
•

It provides an open standard, widely adopted and supported approach.
It enables great deal of flexibility in addressing several integration scenarios.
It is supported by a wide selection of ready to use and mature tools.

The component chosen to implement OAuth2 authorization services is Keycloak, as it is the most mature and
feature rich open-source implementation of OAuth2 and OpenID Connect.
Placement of Keycloak and interaction with other components are represented in the container diagram of
Figure 3-6.
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Figure 3-6: KBS, security
3.6

User Interfaces

The KBS is basically a backend appication and, together with ILM Middlewre leverages IIoT Registry module
exposes a Grafical User Interface implemented with vue.js in order to instantiate several types of objects
enabling data management in LEVEL-UP.
IIoT Registry UIs have been already introduced in Deliverable D2.3.

3.7

Technology stack

Table 3-2: KBS Cassandra (persistency)
Item

Description

Nature

Big-data storage and processing, interoperability,

System requirements
Programming Language

Docker capable host (Linux based container), see
https://cassandra.apache.org/doc/latest/operating/hardware.html
Java

Development Tools

n/a

Additional Libraries

n/a

Application Server

n/a
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Databases

n/a

I/O formats

CQL protocol

Table 3-3: IIoT Registry
Item

Description

Nature

Connected devices and data structures declaration

System requirements

Docker capable host (Linux based container)

Programming Language

Javascript (Node.JS)

Development Tools

VSCode, eslint, Docker, bash, git

Additional Libraries

express, avsc, kafkajs, lodash, cassandra-driver

Application Server

n/a

Databases

Cassandra

I/O formats

HTTP, Kafka

Table 3-4: KBS Data retrieval modules
Item

Description

Nature

Data retrieval, aggregation and encoding

System requirements

Docker capable host (Linux based container)

Programming Language

Javascript (Node.JS)

Development Tools

VSCode, eslint, Docker, bash, git

Additional Libraries

express, avsc, kafkajs, lodash, cassandra-driver

Application Server

n/a

Databases

Cassandra

I/O formats

HTTP

3.8

Deployment

In order to ease the setup and portability of the deployment, Docker containerization has been adopted for KBS
development.
Docker consists of a set of tools leveraging OS-bound features to provide operative system level virtualization,
enabling to deliver software in packages, called containers. Containers are isolated from each other and carry
on their dependencies, libraries and configuration files; if needed, they can communicate through well-defined
channels, usually by the means of virtual networks or by shared volumes.
OS level virtualization plays a crucial role in enabling proper provisioning of software services, as it enables
the traditional benefits of virtualization (server consolidation, possibility to create isolated environments,
resources reservation, etc.) with a much smaller management effort, as containers are much simpler to
provision and maintain than full blown virtual machines.
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This approach actually moves part of the effort for managing the deployment at development level which is a
positive aspect as it forces developers to provide software artefacts that behave in a safe and predictable way
and whose feature deployment are much easier to replicate in case several instances are needed.
Accordingly, all KBS sub-services and dependencies have been packaged as Docker images.
The actual deployment has been achieved by using a Docker Swarm cluster, a Docker operating mode where
several nodes (machines) where Docker is installed can communicate each other to split the workload of the
different services deployed, with the possibility to change the number of nodes in response to changes of the
resources required. Docker Swarm nodes have been deployed over regular Ubuntu Server machines.
Docker Swarm nodes have been connected with a secure private network, improving security and overall
simplifying security related configurations, keeping secured protocols at application level for the
communications outside of the KBS internal network.
Finally, all the services to be deployed have been represented declaratively by using Docker Compose files,
i.e. a system made of YML files where each service declares its needed resources, network and volume
mappings, plus additional configurations.
Minimal scripting has been included to perform usual maintenance tasks, as updating versions of the deployed
services.
3.9

Execution

After a step of setting-up and initialization (population and data mapping), KBS is up and running as backend
application. Therefore, its execution is driven by the working behaviour of other LEVEL-UP applications.
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4
Technical application of KBS (T3.3) and Semantic models (T3.2) in managing
information flow
4.1

Data persistency, modelling and semantic enrichment enabling the information flow in
LEVEL-UP

As said before, the KBS (T3.3) from one side and Sematic Models (T3.2/T2.4) for the other side represent
crucial components to enable information flow in LEVEL-UP, implementing respectively the persistency and
semantic enrichment / uplifting of lifecycle data.
The information flow starts within the production line or area. Here, machine state / process parameters or
product quality is observed and captured by sensors. These IIoT sensors send its measurements as semistructured messages/files (JSON Avro or XML) to the LEVEL-UP platform. According to a specific data
schema, these data/files are streamed and published on ILM Middleware and then forward to the KBS where
they are stored for possible future retrieval and historical analysis. The subsequent step is the semantic uplifting
of the data/files to an ontology. Hereby, the inclusion of meta-information and the selection of the right domain
ontology is possible. In the case of sensory data, represented in terms of time series data (ref. to KBS IIOT
mapping. Par. 3.4), the LEVEL-UP domain ontology based on SSN is selected (otherwise, the LEVEL-UP
domain ontology based on BFO is chosen). The data is transformed into the ontology by Semantic Mediator
and uploaded to the Triple Store. The final step is the provision of these semantic enriched data for data
consumers (such as DSS, Fusion, etc. that are designed to process ontologies or support taxonomies) within
the LEVEL-UP platform republishing them in JSON Avro format on the ILM Middleware. It has to be noted
that the JSON schema is the same independent of the previous selected domain ontology. It cannot represent
all elements of an ontology but rather focuses on the needs of the data consumers. To guarantee the linkage
between generated JSON files and the ontology, the JSON file includes UUIDS of the ontological individuals
and properties to enable the look up of specific information. For that purpose, Triple store and SPARQL queries
can be applied.

4.2

Example of application in Pilot Lines

According to the current progress of the use cases and to the work done in collaboration / synergy with Task
3.2, information flow and related semantic uplifting have been characterized for two pilots, ESMA and
TRIMEK. A full description about these two applications and the related data and semantics management is
reported in D3.2, to which it is possible to refer to, avoiding repetitions. Here, considering ESMA use case
and information flow of acceleration sensor data collected by the press, the focus is briefly put only on the
implemented data transformations, providing the details about:
•
•
•
•

Section of information flow representation for the considered pilot, where it is possible to identify the
various steps of data elaboration implemented by LEVEL-UP modules (Figure 4-1).
the defined JSON Avro map for acceleration sensor data supported by KBS (Figure 4-2).
the ontological individual for acceleration measurements generated during the step managed by the
Semantic Models of the Mediator (Figure 4-3).
the JSON string result of the step of translation in the Triple Store and republished on the ILM
Middleware (Figure 4-4).
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Figure 4-1: Section of information flow representation for ESMA Pilot Line

Figure 4-2: ESMA, dataseries for acceleration sensor data

Figure 4-3: ESMA, Ontological individual for acceleration measurements
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Figure 4-4: ESMA, final JSON string for the acceleration data
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5

Conclusion and further works

The C14 KBS, part of LEVEL-UP IoT stack, is the main solution in LEVEL-UP framework supporting data
persistence, modelling and interoperability. It exploits big-data storage capabilities, supports definition and
formalization of time series-based reference models leveraging the IIoT Registry component and exposes a
layer of APIs for data pre-processing, filtering, and retrieval. Instead, the part of reasoning / inference is
delegated to and distributed among the other high-level LEVEL-UP modules which take as input KBS
information.
A cloud instance of the KBS has been deployed for each pilot, and a further instance has made available to
the partners for testing and familiarization purpose. The related setting-up and adoption in the Pilot Lines has
been formalized and addressed, contributing in the enabling a first round of data collection (MS2) and allowing
the management of the information flow in LEVEL-UP platform in synergy with the Mediator and its Semantic
Models.
Full integration, testing and use of KBS will follow the planned activities of LEVEL-UP project in WP6 and
WP7, according to the expected availability of the data consumer modules of the upper layers of the platform.
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6

Annex I. Appendices

6.1
6.1.1

KBS data representation, Types of Dataseries
TIME_COMPLEX dataseries message structure

The data schema of TIME_COMPLEX dataseries is:
{
"type": "record",
"name": "TimeComplex",
"fields" : [
{
"name": "messageTime",
"type": "long",
"logicalType": "timestamp-millis",
"doc": "The timestamp when the message was take in charge by the system"
},
{
"name": "correlationId",
"type": "string",
"logicalType": "UUID",
"doc": "The message correlation id, to help track message routes"
},
{
"name": "time",
"type": "long",
"logicalType": "timestamp-millis",
"doc": "The timestamp of the message"
},
{
"name": "derivated",
"type": "boolean",
"default": true,
"doc": "If the message has been derivated whitin Kharon or if coming from outside (i.e. gat
eway messages)"
}
],
"doc": "A message for a device with time and arbitrary payload"
}

For example, considering a TIME_COMPLEX dataseries with the following schema:
{
"fields": [
{
"name": "workingTime",
"type": "long"
},
{
"name": "lengthProduced",
"type": "double"
}
],
"name": "counters",
"type": "record"
}

The resulting effective schema will be:
{
"doc": "A message for a device with time and arbitrary payload",
"fields": [
{
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"doc": "The timestamp when the message was take in charge by the system",
"logicalType": "timestamp-millis",
"name": "messageTime",
"type": "long"
},
{
"doc": "The message correlation id, to help track message routes",
"logicalType": "UUID",
"name": "correlationId",
"type": "string"
},
{
"doc": "The timestamp of the message",
"logicalType": "timestamp-millis",
"name": "time",
"type": "long"
},
{
"default": true,
"doc": "If the message has been derivated whitin Kharon or if coming from outside (i.e. gat
eway messages)",
"name": "derivated",
"type": "boolean"
},
{
"doc": "The dataseries specific message payload",
"name": "payload",
"type": {
"fields": [
{
"name": "workingTime",
"type": "long"
},
{
"name": "lengthProduced",
"type": "double"
}
],
"name": "counters",
"type": "record"
}
}
],
"name": "TimeComplex",
"type": "record"
}

6.1.2

EVENT_COMPLEX dataseries message structure

EVENT_COMPLEX dataseries schema is as follows:
{
"type": "record",
"name": "EventComplex",
"fields" : [
{
"name": "messageTime",
"type": "long",
"logicalType": "timestamp-millis",
"doc": "The timestamp when the message was take in charge by the system"
},
{
"name": "correlationId",
"type": "string",
"logicalType": "UUID",
"doc": "The message correlation id, to help track message routes"
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},
{
"name": "startTime",
"type": "long",
"logicalType": "timestamp-millis",
"doc": "The start timestamp of the event"
},
{
"name": "endTime",
"type": ["null", "long"],
"logicalType": "timestamp-millis",
"doc": "The end timestamp of the event - might not be present if the event is still running
"
},
{
"name": "uuid",
"type": "string",
"logicalType": "UUID",
"doc": "The event unique identifier"
},
{
"name": "derivated",
"type": "boolean",
"default": true,
"doc": "If the message has been derivated whitin Kharon or if coming from outside (i.e. gat
eway messages)"
}
],
"doc": "A message for a device events with start time, end time and arbitrary payload"
}

For example, considering an EVENT_COMPLEX dataseries with the following schema:
"string"

The resulting effectinve schema will be:
{
"type": "record",
"name": "EventComplex",
"fields" : [
{
"name": "messageTime",
"type": "long",
"logicalType": "timestamp-millis",
"doc": "The timestamp when the message was take in charge by the system"
},
{
"name": "correlationId",
"type": "string",
"logicalType": "UUID",
"doc": "The message correlation id, to help track message routes"
},
{
"name": "startTime",
"type": "long",
"logicalType": "timestamp-millis",
"doc": "The start timestamp of the event"
},
{
"name": "endTime",
"type": ["null", "long"],
"logicalType": "timestamp-millis",
"doc": "The end timestamp of the event - might not be present if the event is still
running"
},
{
"name": "uuid",
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"type": "string",
"logicalType": "UUID",
"doc": "The event unique identifier"
},
{
"name": "derivated",
"type": "boolean",
"default": true,
"doc": "If the message has been derivated whitin Kharon or if coming from outside (i.e.
gateway messages)"
},
{
"name": "payload",
"type": "string"
}
],
"doc": "A message for a device events with start time, end time and arbitrary payload"
}

6.1.3

TIME_BINARY dataseries message structure

The wrapper schema for TIME_BINARY dataseries is as follows:
{
"type": "record",
"name": "TimeBinary",
"fields" : [
{
"name": "messageTime",
"type": "long",
"logicalType": "timestamp-millis",
"doc": "The timestamp when the message was take in charge by the system"
},
{
"name": "correlationId",
"type": "string",
"logicalType": "UUID",
"doc": "The message correlation id, to help track message routes"
},
{
"name": "time",
"type": "long",
"logicalType": "timestamp-millis",
"doc": "The timestamp of the message"
},
{
"name": "derivated",
"type": "boolean",
"default": true,
"doc": "If the message has been derivated whitin Kharon or if coming from outside (i.e. gat
eway messages)"
},
{
"name": "payload",
"type": "string",
"doc": "The message payload base64"
}
],
"doc": "A message for a device with time and arbitrary payload"
}

Please note that TIME_BINARY dataseries do not use Avro schemas for payload definition. Therefore a fixed
payload as Base64 string is present.
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6.2

REST API documentation

LEVEL-UP REST APIs are powerful tools that can be used both to extend the possibility for the humans to
interact with the applications without the use of the GUI and to allow an automatic application to application
interaction. The last use permits to extend the LEVEL-UP application environment with the development of
new applications that increase the list of available features and to allow to external authorized applications to
interact with the system data lake. The APIs are used by the same LEVEL-UP system to execute the functions
requested by the users through the IIOT Registry GUI too.
In particular for the LEVEL-UP partners there are three sets of available APIs:
•

REST Registry API

•

REST Gateway API

•

REST Data retrieval API (exposed by KBS)

Only the last set of REST APIs are described briefly in this document, as are the ones exposed by the KBS.
Full API documentation is provided in the form of OpenAPI/Swagger documents.

6.2.1

Data Retrieval REST API

The Data Retrieval REST API is used to read data and metadata associated to devices.
Here below a brief description of the endpoint has been displayed:
•

Avatar - Current device status representation (tenant/READ_DATA)

–
•

History - Device historical data (tenant/READ_DATA)

–
–
•

GET - /devices/{device}/avatar
GET - /devices/{device}/dataSeries/{dataSeries}/history - Retrieve the history of a
device for a given data series
GET - /devices/{device}/dataSeries/{dataSeries}/binary - Retrieve a specific record in
binary form

Metadata - Device metadata (tenant/READ_DATA)

–
–

GET - /devices/{device}/meta - Retrieve device metadata
GET - /devices/{device}/connectionHistory - Retrieve device connection history

The OpenAPI/Swagger documentation (including parameters, response, instructions, etc.) is available at
http://swagger.holonix.biz/ui/?url=https://data-levelup.holonix.biz/doc.

LEVEL-UP | GA n. 869991

Pag. 33 | 33

